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Abstract: A critical aspect and differentiator ofSystem of Systems (SoS) versus a single monolghgtem is
interoperability among the constituent disparatsteays. A major application of Modeling and
Simulation (M&S) to SoS Engineering is to facilgéatystem integration in a manner that helps to cope
with such interoperability problems. A case in panthe integration infrastructure offered by theD
Global Information Grid (GIG) and its Service Ottied Architecture (SOA). In this chapter, we discuss
a process called DEVS Unified Process (DUNIP) teds the Discrete Event System Specification
(DEVS) formalism as a basis for integrated systagireeering and testing called the Bifurcated Model-
Continuity life-cycle development methodology. DUNIuses an XML-based DEVS Modeling
Language (DEVSML) framework that provides the calitgtio compose models that may be expressed
in a variety of DEVS implementation languages. Tiadels are deployable for remote and distributed
real-time executing agents over the Service OrieAtehitecture (SOA) middleware. In this paper, we
formulate a methodology for testing any proposed®@sed integration infrastructure, such as DISA’s
Net-Centric Enterprise Services. To support sucimegthodology we use DUNIP to define a Test
Instrumentation System (TIS) that employs the DESGBA infrastructure to deploy agents to test the
mission success and performance levels of colldlbosaover the GIG/SOA.

1. Key words: DEVS, DEVS/SOA, DEVSML, DUNIP, Bifuread Model-Continuity Based Life-Cycle
Methodology

1. INTRODUCTION

The System of Systems (SoS) concept, originally suggestaanashod to describe the use of
different systems interconnected to achieve a specific lgaslgrown in its myriad of definitions
and concepts [DIM07,DIM06]. Nevertheless, a common defining attribute of a SoStibhallyri
differentiates it from a single monolithic system is ioparability, or lack thereof, among the
constituent disparate systems. The plethora of perspeatineSoS problems evident in the
literature [SAGO7, MORO04, SAGO01] suggest that interoperabititgy take the form of
integration of constituent systems (e.g., element A is hiexaithisuperior to element B) or
interoperation of constituent systems (e.g. two or more indepeatignents or systems with no
identified hierarchy). In this chapter we focus less on SoS emabper se than on the role that
M&S can play in helping to address these problems.

Systems theory, especially as formulated by Wymore [WAY92, WZAY provides a
conceptual basis for formulating the interoperability probnSoS. Systems are viewed as
components to be coupled together to form a higher level systengo®eAs illustrated in
Exhibit 1, components have input and output ports (indicated with gyrinat allow couplings
(indicated in dashed connectors) to be defined through which iafiarmcan flow from output
ports to input ports. The DEVS formalism [ZEIOO], based on 8ysttheory, provides a
computational framework and tool set to support Systems concepts in appltoafoS.

Information flow in the DEVS formalism, as implemented on an tlgeented substrate, is
mediated by the concept of DEVS message, a container for poetfpairs. In a message sent
from component A to component B, a port-value pair is a pair in whlpart is an output port
of A, and the value is an instance of the base clasPBMS implementation, or any of its sub-
classes. A coupling is a four-tuple of the forserfding component A, output port of A, receiving
component B, input port of)BThis sets up a path where by a value placed on an output port of A
by A’s output function is transmitted, in zero time, to the input pbR, to be consumed by the
latter’s external transition functidn

! The confluent function may also be involved; s&€IP0 ] for details
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In systems or simulations implemented in DEVS environments ctreepts of ports,
messages, and coupling are explicit in the code. However, fansy/simulations that were
implemented without systems theory guidance, in legacy or non-Dé&n@onments, these
concepts are abstract and need to be identified concrettlytive constructs offered by the
underlying environment. For SoS engineering, where legacy componettie aggm, it is worth
starting with the clear concepts and methodology offered byrmsgdteeory and DEVS, getting a
grip on the interoperability problems, and then translating backwarttie® non-DEVS concepts
as necessary.

Exhibit 1: System composite of components systems or coupbetd|

1.1 Levels of Interoperability

With the conceptual basis offered by the DEVS formalism in mind, briefly review
experience with interoperability in the distributed simwlatcontext and a linguistically based
approach to the SoS interoperability problem [DIM06,CARO05]. Sag&(8] drew the parallel
between viewing the construction of SoS as federation of systechghe federation that is
supported by the High Level Architecture (HLA), an IEEEnd&d fostered by the DoD to
enable composition of simulations [SAR00,DAH98]. As illustrated inilEki2, HLA is a
network middleware layer that supports message exchanges aimidations, called federates,
in a neutral formdt However, experience with HLA has been disappointing and forced
acknowledging the difference between enabling heterogeneous tsamsif®d exchange data (so-
called technical interoperability) and the desired outcome dfagxging meaningful data so that
coherent interaction among federates takes place, so-callediargivaes interoperability
[YLMAZ]. Tolk introduced the Levels of Conceptual Interoperabilitpdd (LCIM) which
identified seven levels of interoperability among partitigpasystems [TOLO03]. These levels can
be viewed as a refinement of thperationalinteroperability type which is one of three defined
by Dimario [DIM06]. The operational type concerns linkages betwsgstems in their
interactions with one another, the environment, and with users. fFiee types apply to the

2 HLA also provides a range of services to suppeetation of simulations



Wiley STM / Mo JamshidiSystem of Systems - Innovation for the 21st Century page 4
Chapter 5 / Mittal, Zeigler, Martin, Sahin, Jamshidilename: ch5.doc

context in which systems are constructed and acquired. Thegoastructive— relating to
linkages between organizations responsible for system col@tractdprogrammatic— linkages
between program offices to manage system acquisition.

Subsequently, one of the present authors co-authored a book in whicGikhevas mapped
into three linguistically-inspired levelssyntactic, semanticand pragmatic. The levels are
summarized in Exhibit 3. More detail is provided in [ZEIO7].

HLA
Middleware
a)
pragmatic — pragmatic
syntactic — syntactic

a)

Exhibit 2: Interoperability levels in distributed simulation

Linguistic A collaboration of systems or serviceg
Level interoperates at this level if:

Pragmatic - how | The receiver re-acts to the message in a
information in messages ismanner that the sender intends (assunjing
used non-hostility in the collaboration).

Semantic — shared| The receiver assigns the same meaning a$ the
understanding of meaning ¢f sender did to the message.

messages

Syntactic — common rules| The consumer is able to receive and parse the
governing composition angl sender’'s message

transmitting of messages

Exhibit 3: Linguistic levels

In this interoperability framework, the question to be addressedishbmv M&S can help to
achieve all three linguistic levels of interoperability. discuss this question in more depth, we
proceed to a brief review of the formal foundations of M&S thilt allow us to frame the
guestion and discuss the support available now and possible in the future.
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2. REVIEW OF M&S FOUNDATIONAL FRAMEW ORK

The theory of modeling and simulation presented in [ZEIOO] prevadeonceptual framework
and an associated computational approach to methodological problengsSinTiMe framework
provides a set of entities (real system, model, simulator, iexgetal frame) and relations among
the entities (model validity, simulator correctness, among ®thiat, in effect, present a
ontology of the M&S domain. The computational approach is based on themadical theory
of systems and works with object orientation and other computhparadigms. It is intended to
provide a sound means to manipulate the framework elements andvi|dgital relationships
among them that are usefully applied to real world problemsnmlation modeling. The
framework entities are formulated in terms of the systpatifications provided by systems
theory, and the framework relations are formulated in tesmthe morphisms (preservation
relations) among system specifications. Conversely, theaabetrs provided by mathematical
systems theory require interpretation, as provided by the frarkewo be applicable to real
world problems.

In its computational realization, the framework is based on tlser@e Event System
Specification (DEVS) formalism and implemented in various dab@ented environments.
Using Unified Modeling Language (UML) we can represent the frameworketsoddasses and
relations as illustrated in Exhibits 4 and 5.

————————————————————————————————

classes

M&S
Framework
relationships classes

constraints

=

! interpretation
i create classes to as

| satisfy use cases software code
: (e.g. Java)

instances of classes
UML f:onstltute an

implemented M&S

environment

Exhibit 4: M&S Framework formulated within UML

Various implementations support different subsets of the classggelations [OMG]. In
particular, this chapter will review the implementation REVS within a Service Oriented
Architecture (SOA) environment called DEVS/SOA [MIT07g, DUNOQ7, MITO71].
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Source
systems
ontologies

Experimenta
& Pragmatic
Frames

EF —————> model

applicability Pragmatic
Frame ontology
validity  gource applicability
model system
EF
ontology ————>  model
abstraction synthesizes
model v model
EF

simulato——— model
correctness

Exhibit 5: M&S Framework Classes and Relations in a UML repngation

In a System of systems, systems and/or subsystems oféeacintvith each other because of
interoperability and over all integration of the SoS. Thesedat®ns are achieved by efficient
communication among the systems using either peer-to-peer comrmmicathrough central
coordinator in a given SoS. Since the systems within SoS@emtionally independent,
interactions among systems are generally asynchronous in.ratsiraple yet robust solution to
handle such asynchronous interactions (specifically, receivingages) is to throw an event at
the receiving end to capture the messages from single oiplauflystems. Such system
interactions can be represented effectively as discvete-enodels. In discrete-event modeling,
events are generated at random time intervals as opposeth¢éopse-determined time interval
seen commonly in discrete-time systems. More specificdléy state change of a discrete-event
system happens only upon arrival (or generation) of an eventegessarily at equally spaced
time intervals. To this end, a discrete-event model isasilike approach in simulating the SoS
framework and its interaction. Several discrete-event stinal@ngines [XMAT, XOMN, xNS2,
XDEVS] are available that can be used in simulating ineradh a heterogeneous mixture of
independent systems. The advantage of DEVS is its effectitteematical representation and its
support to distributed simulation using middleware such as DoD’é Heyel Architecture
(HLA) [xHLA].
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Coupled Model Coupled Mode|
Atomic
Model
. . Atomic
Model
Atomic
Model

Exhibit 6;: DEVS Hierarchical Model representation for systemd sub-systems
2.1.1 DEVS Modeling and Simulation

Discrete Event System Specification (DEVS) [ZEIOO&i®rmalism, which provides a means
of specifying the components afsystem in a discrete event simulation. In DEVS formalism, on
must specifyBasic Modelsand how these models are connected together. These basic models are
called Atomic Modelsand larger models which are obtained by connecting these attouks in
meaningful fashion are calledoupledModels(shown Exhibit 6). Each of these atomic models
hasinports (to receive external eventg)utports(to send events), set sfate variablesinternal
transition external transition andtime advance function®athematically it is represented as 7-
tuple systemM =< X, S,Y,d,, ,d.,,../, 1 > whereXis an input setSis set of states is set of
outputs, d,, is internal transition functiong,, is external transition function/ is the output
function, andt, is the time advance function. The model’s description (implemenjaises (or
discards) the message in the event to do the computation avetsieh output message on the
outport and makes a state transition. A Java-based implemang@itiddEVS formalism,
DEVSJAVA [SARO00] can be used to implement these atomic or coupled models. tmoaddi
DEVS-HLA [SARO00] will be helpful in distributed simulation rfosimulating multiple
heterogeneous systems in the System of systems framework.

The following section explores how XML and DEVS environment carcdoabined in a
simulation environment.

212 XML and DEVS

In DEVS, messages can be passed from one system (coupled orratmiel} to another using
either predefined or user-defined message formats. Sincediieens within SoS maybe different
in hardware and/or software, there is a need for a unifginguage for message passing. Each
system need not necessarily have the knowledge (operation, iemtigion, timing, data issues,
and so on) of another system in a SoS. Therefore, one has to wdrightlavel (information or
data level) in order to understand the present working conditidrecfystem. One such good fit
for representing different data in a universal manner is XEhhibit 7 describes conceptually a
SoS simulation example to demonstrate the use of XML as a geepaasing paradigm using
DEVS formalism.
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In Exhibit 7, there are three systems in a hierarchy whesterag A and B send and receive
data from system C. System C sends and receives data fhagher level as described in the
message of system C. The data sent by system C hasaatsytems A and B. In addition, it
has information about system A and B being system C’s subsystems.

Assuming the XML based integration architecture and the DEM&onment exist, we can
then offer solutions to robust data aggregation and fusion foersysf systems which have
heterogeneous complex systems such as mobile sensor platforms or mices-dev

<system-A>
<datal> 10</datal>
<data2> 20</data2> <system-C>
System-A <data3>0.2</data3> <system-A>
DEVS Coupled stem-A <datal> 10</datal>
Model <data2> 20</data2>
System-C <data3>0.2</data3>
DEVS Coupled </system-A>
Model <system-B>
<datal> 5</datal>
<data2> 0.9</data2>
System-B </system-B>
DEVS Coupled <system-B> </system-C>
Model <datal> 5</datal>
<data2> 0.9</data2>
</system-B>
—¥ Message in XML System of Systems
based language DEVS Coupled Model

Exhibit 7: A SoS simulation example with three systems and Mike message passing [SAHO7a].

3. MODEL BASED ENGINEERING

Model-based Software Engineering process is commonly referred @del MDriven
Architecture (MDA) or Model-Driven Engineering. The basic idesghind this approach is to
develop model before the actual artifact or product is designedhen transform the model
itself to the actual product. The MDA is pushed forward by @Hbjganagement Group (OMG)
since 2001. The MDA approach defines system functionality usingpptathdependent model
(PIM) using an appropriate domain-specific language. ThemgivBlatform Definition Model
(PDM), the PIM is translated to one or more platform-spediimdels (PSMs). The OMG
documents the overall process in a document called MDA guide.

MDA is a collection of various standards like the Urdfidodeling Language (UML), the
Meta-Object Facility (MOF), the XML Metadata Interchange (XMI), @oom Warehouse Model
(CWM) and a couple of others. OMG focuses Model-driven archicmrforward engineering
i.e. producing code from abstract, human-elaborated specifications [Wiipedi

An MDA tool is used to develop, interpret, compare, align etc. feoole meta-models. A
‘model’ is interpreted as meaning any kind of models (e.g. a whddel) or metamodel (e.g.
CWM metamodel). An MDA tool may be one or more of the following types:

Creation tool: Used to elicit initial models and /or edit derived models

Analysis tool: Used to check models for completeness, incensies or define any
model metrics
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Transformation tool: Used to transform models into other nsodelinto code and
documentation

Composition tool: Used to compose several source models, prefematiyrming to
the same metamodel

Test tool: Used to “test” models. A mechanism in which test cases are derivedle
or in part from a model that describes some aspects of system unded®st (S

Simulation tool: Used to simulate the execution of systepresented by a given
model. Simply speaking, is the mechanism by which model is ‘exd@cusing a
programming language

Reverse Engineering tool: Intended to transform a particuggrcyeor information
artifact into full-fledged models.

It is not required that one tool may contain all of the Uit needed for Model Driven
Engineering. UML is a small subset of much broader scope of UMhgRBesubset of MDA, the
UML is bounded by its own UML metamodel. Progress has been madievébop executable
UML models but it has not gained industry wide mainstreampaacee for the same limited
scope. Potential concerns with the current MDA state of art include:

MDA approach is underpinned by a variety of technical standsotse of which are
yet to be specified (e.g. executable UML)

Tools developed my many vendors are not interoperable

MDA approach is considered too-idealistic lacking iterativature of Software
Engineering process

MDA practice requires skilled practitioners and design reguereggineering discipline
not commonly available to code developers.

OMG sponsored CORBA project after much promises but it failedatierialize as a
widely accepted standard.

Model-based Testing is a variant of testing that relies ondiixp&havior models that encode
the intended behavior of the system and possibly the behavior ofiterement [Utt06]. Pairs of
input and output of the model of the implementation are interpretetesa-cases for this
implementation: the output of the model is the expected outpiiea$ytstem under test (SUT).
This testing methodology must take into account the involved atistra@nd the design issues
that deals with lumping different aspects as these can not tesl teslividually using the
developed model.

Following is the process for Model-based testing technique [Utt0&j@sn in Exhibit 8:

1. a model of the SUT is built on existing requirements specificatwith desired
abstraction levels

2. Test selection criteria are defined with an objective tedesevere and likely faults
at an acceptable cost. These criteria informally describeydidelines for a test
suite.

3. Test selection criteria are then translated into &s¢ specifications. It is an activity

where a textual document is turned ‘operational’. Automaticctese generators fall
into this step of execution.
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4, A test suite is ‘generated’ that is built upon the underlyimgdel and test case
specifications.

5. Test cases from the generated test suite are run on the aB®T suitable
prioritization and selection mechanism. Each run resultsverdict of ‘passed’ or
‘failed’ or ‘inconclusive’.

A summary of contributions to the Model-based Testing domain can be se#tDa]. [

Requirements

Model
Repository SUT

- LESIECEEON | (model/real)
Execution/Simulation

Exhibit 8: Graphical process extended further from [Utt06]

4. SOS ARCHITECTURE MODELING: DODAF, UML AND
SYSTEMS ENGINEERING PRINCIPLES

Unified Modeling Language (UML) [UML]has been widely adoptedtbg industry as the
preferred means of architecture specification due to its moldietnexpressive power. However,
UML constructs are not sufficient to specify the complete cfeS0SE processes. A more
extensive architectural framework is needed for bettearozrgtion and management of SoSE
Artifacts. Frameworks such as Wymore’'s [WAY92, WAY62], tbepartment of Defense
Architecture Framework (DoDAF) [DODO03a], and Zachmdg@AsCH], are examples that may
use UML as a means of presenting the concepts of SoSE. @herether representation
mechanisms like IDEF [IDEF] notation that help understantbuarSE perspectives. However,
UML is more comprehensive in its graphical representatiodglzese can aid SoSE frameworks
in their descriptions of various portions of SE processes.

Exhibit 9 represents the integral role that M&S plays in Sp&ktesses with respect to
Wymore's theory for systems engineering. DEVS is stratbgigdaced between the 1/O
requirements and the technology requirements to provide M&S sighddevel, before a design
is deemed ‘feasible’. DEVS is based on ‘port’ identification andamponent-based modeling
and simulation formalism that meets at the crossroads of the twledmts of Wymore’s theory.
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Lo
Functional
R/Qs

Technology
R/Qs

Technology
Feasible Design

1'O Feasible Design

Feasible

System Design

Exhibit 9: Role of M&S in Wymorian tri-cotyledon theory foy&ems engineering

Wymore’s Theory of Systems Engineering also underlies ouersytheory and DEVS-based
approach to SoSE, viz., integrated M&S for Testing and Evaluatiategy as described in
sections ahead.

DoDAF is the basis for the integrated architectures mandatdOiD Instruction 5000.2
[DODO03b] and provides broad levels of specification related to apeaht system, and technical
views. Integrated architectures are the foundation for interbitigran the joint Capabilities
Integration and Development System (JCIDS) prescribed inSCB170.01D and further
described in CJCSI 6212.01D [CJC04,CJC06]. DoDAF seeks to overtmmgelethora of
“stove-piped” design models that have emerged. Integration of sgabylenodels is necessary
for two reasons. One is that, as systems, families ofragstend systems-of-systems become
more broad and heterogeneous in their capabilities, the problemsgfaiiig design models
developed in languages with different syntax and semantics baméea serious bottleneck to
progress. The second is that another recent DoD mandate also intendekl tiotwrethis “stove-
piped” culture requires the adoption of the Service Oriedtathitecture (SOA) paradigm as
supported in the development of Network Centric Enterprisevices (NCES) [DODO5].
However, anecdotal evidence suggests that a major revisitheoDoDAF to support net-
centricity is widely considered to be needed and efforts are wageiowards a SOA based
DoDAF.

DoDAF consists of three views, viz., Operational View (OV)st8gs View (SV), and
Technical View (TV). OV is a description of the tasks andvdiets, operational elements, and
information exchanges required to accomplish DoD missions. DoBianisnclude both the
warfighting missions and business process. These are further deedmpimsseparate mission
threads. SV is a set of graphical and textual products thailzkEssystems and interconnections
providing for, or supporting, DoD functions. SV associates systswurces to the requirements
of OV. TV is the minimal set of rules governing the arranget, interaction, and
interdependence of system parts or elements, whose purpose isute #ted a conformant
system satisfies a specified set of requirements.
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M&S is introduced at the intersection of the modeling and technaotyyedons in Wymore’s
theory (recall Exhibit 9) to help bridge the gap betweendttwred and the possible. Similarly,
we can augment DoDAF by introducing M&S at a place whesedesign goes from abstraction
to realism i.e., from Operational View (OV) specifications System View (SV)
implementations. Exhibit 10 depicts the fact that M&S can congiltatthe system design
process as well.

M&S based Design is
an added benefit of the
1 execution roadmap

Mission

M&S as a bridge biw
abstract design and
deployed System
using Model-Continuity

principles

Technology Base

Exhibit 10: Role of M&S in DoDAF design process

Although the current DoDAF specification provides an extensivéhadelogy for system
architectural development, it is deficient in several eelalimensions — absence of integrated
modeling and simulation support, especially for model-continuity througtheutievelopment
process, and lack of associated testing support. To overcomeldffiesmncies, we described an
approach to support specification of DoDAF architectures with@ewelopment environment
based on DEVS-based modeling and simulation. The authors [MITO6aljE0banced the
DoDAF specification to incorporate M&S as a means to devedxecutable architecture’
[ATKO04] from DoDAF specifications and provided detailed DoD&FDEVS mapping leading
to simulation, and feasibility analysis. The result is an enliaagstem lifecycle development
process that includes model-continuity based development and testing irgaal imznner.

5. SYSTEMS OF SYSTEMS TEST AND EVALUATION USING DEVS
M&S

51.1 DEVS State-of-the-art in Test and Evaluation

Before moving onto the details of DEVS Unified Process (IRJNit is important to list the
capabilities of DEVS technology as it stands today and hoveritributes to the system of
Systems test and evaluation. Further, such test and evaluation {T4SE be viewed within SOA
perspective due to various DoD mandates. The following Exhibéutimarizes DEVS state-of-
the-art with respect to T&E.
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Desired M&S Capability for Solutions Provided by DEVS Technology
T&E
Support of DoDAF need for DEVS Unified Process [MITO7g] provides

executable architectures using methodology and SOA infrastructure for
M&S such as mission based testingntegrated development and testing, extending

for GIG SOA DoDAF views [MITO06a].
Interoperability and cross-platform Simulation architecture is layered to accomplish
M&S using GIG/SOA the technology migration or run different

technological scenarios [SARO1, MIT03d].
Provide net-centric composition and integration
of DEVS ‘validated’ models using Simulation
Web Services [MITO7e]

Automated test generation and Separate a model from the act of simulation
deployment in distributed itself, which can be executed on single or
simulation multiple distributed platforms [ZEIOO0]. With itg
bifurcated test and development process,
automated test generation is integral to this
methodology [ZEIO5].

Test artifact continuity and Provide rapid means of deployment using
traceability through phases of model-continuity principles and concepts like
system development “simulation becomes the reality” [HUXO03].
Real time observation and control| Provide dynamic variable-structure component
of test environment modeling to enable control and reconfiguratian

of simulation on the fly
[MITO6b,MITO5¢,MIT03d, HUXO03,]. Provide
dynamic simulation tuning, interoperability
testing and benchmarking.

Exhibit 11: DEVS State-of-the-art

In an editorial [CARO5], Carstairs asserts an acute neea fi@w testing paradigm that could
provide answers to several challenges described in a thresttucture. The lowest level,
containing the individual systems or programs, does not presprabem. The second tier,
consisting of systems of systems in which interoperabilityitecal, has not been addressed in a
systematic manner. The third tier, the enterprise levelyevjoint and coalition operations are
conducted, is even more problematic. Although current test and eval(iB&i&) systems are
approaching adequacy for tier-two challenges, they are nbitisafly well integrated with
defined architectures focusing on interoperability to meet thbser three. To address mission
thread testing at the second and third tiers, Carstairs dadgoeacollaborative distributed
environment (CDE), which is a federation of new and existingitiasilfrom commercial,
military, and not-for-profit organizations. In such an environmerddeting and simulation
(M&S) technologies can be exploited to support model-continuity [Hux®] model-driven
design (MDD) development [Weg02], making test and evaluatiomtagral part of the design
and operations life-cycle.

The development of such a distributed testing environment wouldtba@mply with recent
Department of Defense (DoD) mandates requiring that the Dobhitdctural Framework
(DoDAF) be adopted to express high-level system and operateanarements and architectures
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[DOD03a, DOD03b, CJC04, CJCO06]. Unfortunately, DoDAF and DoD net-cejtili&04]
mandates pose significant challenges to testing and evaluatan3oDAF specifications must
be evaluated to see if they meet requirements and objegtétabey are not expressed in a form
that is amenable to such evaluation. DoDAF does not provide alfalgmsithmically-enabled
process to support such integration at higher resolutions. ngackich processes, DoDAF is
inapplicable to the SOA domain and GIG in particular. There have bextsdife [DANO4] that
have tried to map DoDAF products to SOA but as it stands outithececlear-cut methodology
to develop an SOA directly from DoDAF, rest aside their testing andadian.

5.2 Bifurcated Model-Continuity Based Life-Cycle Methodology

The needed solution is provided by combining the systems theont M&mework and
model-continuity concepts that lead naturally to a formulation Bif@rcated Model-Continuity
based Life-cycle process as illustrated in Exhibit 12. The psazas be applied to development
of systems using model-based design principles from scratch @ @cess of reverse
engineering in which requirements have already been developead iimfoamal manner. The
depicted process is a universal process and is applicable tiplendlomains. The objective of
this research effort is to incorporate DEVS as the binéhiatpr at all phases of this universal
process.

Real-time:

executior;

Behavior ﬁ %
y =

Requirements

at lower levels <:>

levels of System
Specification

Model
Continuity

Exhibit 12: Bifurcated Model-Continuity based System Life-ayElrocess

The process has the following characteristics:

Behavior Requirements at lower levels of System Spécation: The hierarchy of
system specification as laid out in [Zeig00] offers well-cbemdzed levels at which
requirements for system behavior can be stated. The pliscessentially iterative and
leads to increasingly rigorous formulation resulting from them&ization in
subsequent phases.
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Model Structures at higher levels of System SpecificatiorThe formalized behavior
requirements are then transformed to the chosen model impleimesntatg. DEVS
based transformation in C++, Java, C# and others.

Simulation Execution: The model base which may be stored in Model Repository is
fed to the simulation engine. It is important to state tleetfaat separating the Model
from the underlying Simulator is necessary to allow independentogenwent of each.
Many legacy systems have both the Model and the Simulatorytightipled to each
other which restrict their evolution. DEVS categorically sefes the Model from the
Simulator for the same simple reason.

Real-time Execution: The simulation can be made executable in real-time mode and
in conjunction with Model-Continuity principles, the model itselfctomes the
deployed code

Test Models/Federations:Branching in the lower-path of the Bifurcated process, the
formalized models give way to test models which can be develapkd atomic level

or at the coupled level where they become federationsolledsls to the development
of experiments and test cases required to test the systetificspiens. DEVS
categorically aids the development of Experimental Framiéssastep of development
of test-suite.

Verification and Validation: The simulation provides the basis for correct
implementation of the system specifications over a wide rahgeecution platforms
and the test suite provides basis for testing such impletii#tan a suitable test
infrastructure. Both of these phases of systems engmgeeome together in the
Verification and Validation (V&V) phase.

6. EXPERIMENTAL FRAME CONCEPTS

An experimental frame is a specification of the conditions umthéch the system is observed
or experimented with. As such an experimental frame is the tapwahformulation of the
objectives that motivate a modeling and simulation projecnyMaxperimental frames can be
formulated for the same system (both source system and naodefhe same experimental frame
may apply to many systems. Why would we want to define many $réon¢ghe same system? Or
apply the same frame to many systems? For the same rimdomwe might have different
objectives in modeling the same system, or have the sametivbjéat modeling different
systems. There are two equally valid views of an experahéraime. One, views a frame as a
definition of the type of data elements that will go into the databasesdcond views a frame as
a system that interacts with the system of interest tairolthe data of interest under specified
conditions. In this view, the frame is characterized by its implgation as a measurement
system or observer. In this implementation, a frame typibalythree types of components (as
shown in Exhibit 13a)generatorthat generates input segments to the systaoeptorthat
monitors an experiment to see the desired experimental conditemsed; andransducerthat
observes and analyzes the system output segments.

Exhibit 13b) illustrates a simple, but ubiquitous, pattern for expmariah frames that measure
typical job processing performance metrics, such as relateutwd trip time and throughput.
lllustrated in the web context, a generator produces samipeest messages at a given rate. The
time that has elapsed between sending of a request antliits frem a server is the round trip
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time. A transducer notes the departures and arrivals of reqaléstsng it to compute the
average round trip time and other related statistics, asagalie throughput and unsatisfied (or
lost) requests. An acceptor notes whether performance achtievekeveloper's objectives, for
example, whether the throughput exceeds the desired level andttrewbay 99% of the round
trip times are below a given threshold.

Objectives for modeling relate to the role of the model istesys design, management or
control. Experimental frames translate the objectives into npexise experimentation
conditions for the source system or its models. A model is expectasvalid for the system in
each such frame. Having stated our objectives, there iarpaddy a best level of resolution to
answer the questions raised. It is usually the caseltbamnbre demanding the question, the
greater the resolution needed to answer it. Thus, the cho@mepobpriate levels of abstraction
also hinges on the objectives and their experimental frame counterparts

Generator b)
SYSTEM or
MODEL
agent portal

EF or server
service
request

EXPERIMENTAL FRAME

Gene Accep Trans in ti =
rator tor ducer rqund tnp ,tlme .
time received - time sent
throughput =

number received/observation period

number sent - number received time

a)

!

Acceptor Is Service level agrement satisfied?
— e.g., throughput > objective?

Exhibit 13: Experimental Frame and Components

Methods for transforming objectives into experimental frames Heeen discussed in the
literature [ZEIOO], [TRAQ].. In the context of SoS engineering, nindeobjectives support
development and testing of SoSs. Here we need to formulate mea$ufes effectiveness
(MOE) of a SoS in accomplishing its goal in order to allowtasrigorously evaluate the
architectural and design alternatives. We call such measmmesomemeasures. In order to
compute such measures, the model must include certain variablésgalleoutput variables,
whose values are computed during execution runs of the model. The mapphgy output
variables into outcome measures is performed by the transcicgronent of the experimental
frame. Often there may be more than one layer of variablewaning between output variables
and outcome measures. For example, in military simulationssuresaof performance (MOP)
are output variables that typically judge how well parts system are operating. Such measures
enter as factors into MOEs.
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7. EXPERIMENTAL FRAMES FOR SOS TEST AND EVALUATION

The DoD’s concept of Jointness, in which assets of Army, Nawyf-éice, and other military
services are brought together to execute a mission, offerogemitor for numerous SoS
examples. Joint Critical mission threads for a proposed SoS are ihtenckgpture how the SoS's
capabilities will be used in real world situations. Thpatality to measure effectiveness of joint
missions requires the ability to execute such mission threaolserational environments, both
live and virtual. Experimental Frame concepts offer an appréaenable simulated and real-
time observation of participant system information exchangdgeocessing of acquired data to
allow mission effectiveness to be assessed. Relevant MoRslé quality of shared situational
awareness, quality and timeliness of information, and extenefiectiveness of collaboration.
MOEs concern measures of the desired benefits such assméneaombat power, increase in
decision-making capability, and increase in speed of command. Sudbsmmetist be modeled
with mathematical precision so as to be amenable to coleatid computation with minimally
intrusive test infrastructure to support rigorous, repeatatdecansistent testing and evaluation
(T&E). An example of a mission thread is the Theater Stiatdgad Quarter Planning at the
Combatant Command Level [NSBOO].

As illustrated in Exhibit 14, this thread starts when the Comb&antmand HQ receives a
mission which is delegated to HQ Staff. The staff iniatee Mission Analysis Process which
returns outputs and products to the Commander. Then the Jointnglagroup and the
development teams develop courses of action and perform e#fiealgsis, respectively. The
thread ends with the issue of operational orders. The MOPepésttmight include various ways
of measuring extent and effectiveness of collaboration, whil&B& might be the increase in
speed of command.

Theater Strategic HQ Planning
(Contingency / Focus Area Planning)
Mission Thread

X — Application Types:
v S HQ Staff initiate *Planning Process

Combatant Command Mission Analysis .

HQ receives mission [~ Process Or(_:ie_rs DEVEIOp_r_nem Process
outputs/ *Building Demolition Process.
products

Participants:
eCombatant Command HQ
Devel = «Staff
evelopment Teams ; ;
Joint Planning Group conducts undertapke Effects +Joint Planning Group
Course of Action Development, Development *Development Teams
Analysis and Comparison & Selection
Scenario Environments
*humanitarian assistance
«disaster relief
x emajor combat operations.

| Develop and Issue Operational Orders |

Exhibit 14: lllustrating a Joint Mission Thread and its dirsiems for variation
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These measures might be collected in assessing the valug efddecollaboration support
system in an operationally realistic setting. An informallgsgnted mission thread can be
regarded as a template for specifying a large family of instansafiugtrated in Exhibit 15, such
instances can vary in several dimensions, including the olgect¥ interest (including the
desired MOP and MOE), the type of application, the participantdved, and the operational
environments in which testing will occur. Furthermore, missioedths can be nested, so that for
example, Mission Analysis is a sub-thread that is executed withirhéster Planning thread. An
instance of a collaboration mission thread can be modeledagpéed model in DEVS (Recall
Exhibit 1) in which the components are participants in thialsofation and couplings represent
the possible information exchanges that can occur among them.

[ mmp [ Jmmp [ 7]

S —

a)
=) =)
$
b) %
&

Exhibit 15: Mission thread implementation in an integratiorieznment

This formulation offers an approach to capturing and implemejfdingmission threads in the
form of test model federations that can be deployed in a netearggration infrastructure
such as the Global Information Grid/Service Oriented Archite (GIG/SOA) [CHAO5]. As
illustrated in Exhibit 15a), such an infrastructure offerironment in which to deploy the
participants in a mission thread together with network and wehcee that allow them to
collaborate to achieve the mission objectives. As we shall fermulation of a mission thread
instance as a coupled model allows us to provide a rigorous method for rehiezthgead within
the integration infrastructure. At the same time, the M@t MOPs that have been formulated
for assessing the outcome of the mission execution need tonstated into an appropriate
experimental frame. In this case, the distributed nature oéxkeution will often require the
frame to be distributed as well. The distributed frame kalle such components alsservers
for the participant activities and message exchanges asasvéiiie generators, transducers and
acceptors previously discussed. Indeed, as in Exhibit 15b), the mproblassessing how well an
integration infrastructure supports the collaboration requiremaints mission thread can be
formulated as one of designindgrstrumented Test Systevhere the latter is taken as an SoS and
which therefore, can be addressed with M&S approach discussed here.
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8. DEVS UNIFIED PROCESS AND ITS SERVICE ORIENTED
IMPLEMENTATION

This section describes the refined bifurcated Model-Conyinpiocess and how various
elements like automated DEVS model generation, automatedthtelsti generation (and net-
centric simulation over SOA are put together in the processjting in DEVS Unified Process
(DUNIP) [MITO7g]. The DEVS Unified Process (DUNIP) is budh the bifurcated Model-
continuity based life-cycle methodology. The design of simulatianftasnework occurs in
parallel with the simulation-model of the system under desidpe DUNIP process consists of
the following elements:

1. Automated DEVS Model Generation from various requirement speaificédrmats
2. Collaborative model development using DEVS Modeling Language (DEVSML)
3. Automated Generation of Test-suite from DEVS simulation model

4. Net-centric execution of model as well as test-suite over SOA

Considerable amount of effort has been spent in analyzing vdfitoos of requirement
specifications, viz, state-based, Natural Language based, Rugd;bBPMN/BPEL-based and
DoDAF-based, and the automated processes which each one should sngélyer DEVS
hierarchical models and DEVS state machines [MITO7g]. Sinmmatixecution today is more
than just model execution on a single machine. With Grid apigiiatand collaborative
computing the norm in industry as well as in scientific commuaityet-centric platform using
XML as middleware results in an infrastructure that suppastsilslited collaboration and model
reuse. The infrastructure provides for a platform-free spatifn language DEVS Modeling
Language (DEVSML) [MITO7e] and its net-centric execution usiBgrvice-Oriented
Architecture called DEVS/SOA [MITO7f]. Both the DEVSML ancEMS/SOA provide novel
approaches to integrate, collaborate and remotely execute mode8AonTBis infrastructure
supports automated procedures is the area of test-case genkratiing to test-models. Using
XML as the system specifications in rule-based formagoh known as Automated Test Case
Generator (ATC-Gen) was developed which facilitated dlibomated development of test
models|[MAKO06,ZEI05,MAKO7].

The integration of DEVSML and DEVS/SOA is performed with fngout as shown below in
Exhibit 16.

Various model specification formalisms are supported and mappedBEYSML models
including UML state charts [JLRQ7], a Exhibit driven state-Haegproach[MITO7h], Business
Process Modeling Notation (BPMN) [BPM,BPEL] or DoDAF-based[®PBa]. A translated
DEVSML model is fed to the DEVSML client that coordinates wita DEVSML server farm.
Once the client has DEVSJAVA models, a DEVSML server cansee to integrate the client’s
model with models that are available at other sites tagetnhanced integrated DEVSML file
that can produce a coupled DEVSML model. The DEVS/SOA enablegrsean use this
integrated DEVSML file to deploy the component models to assignedSD®&eb-server
simulated engines. The result is a distributed simulation, anatteely, a real-time distributed
execution of the coupled model.



Wiley STM / Mo JamshidiSystem of Systems - Innovation for the 21st Century page 20
Chapter 5 / Mittal, Zeigler, Martin, Sahin, Jamshidilename: ch5.doc

DEVS Atomic 4@

%g in DEVSML
- Automated DEVS

§§§¢ Atomic behavior D ML
§§§ Co sition
. 3

Distributed
. DEVS Over SOA DEVS
. Model DEVSML Web-Service

Generator in (S R
erver SIMULATION Engines
REVENE SERVICES J

-

Automated DEVS
Coupled Scenario

DEVS Coupled 4b
in DEVSML

R

= §§§§§§ *‘%%s%?zs

Exhibit 16: Net-centric collaboration and execution using DEALSand DEVS/SOA

8.1 DEVSML Collaborative Development

DEVSML is a way of representing DEVS models in XML language. DY SML is built on
JAVAML [BADOS5], which is XML implementation of JAVA. The currg¢ development effort of
DEVSML takes its power from the underlying JAVAML that isedled to specify the ‘behavior’
logic of atomic and coupled models. The DEVSML models are transéerback’n forth to java
and to DEVSML. It is an attempt to provide interoperability betwgarious models and create
dynamic scenarios. The key concept is shown in the Exhibit 16.

The layered architecture of the said capability is showixhibit 17. At the top is the
application layer that contains model in DEVS/JAVA or DEVSMIhe second layer is the
DEVSML layer itself that provides seamless integration, cortipnsand dynamic scenario
construction resulting in portable models in DEVSML that are compheevery respect. These
DEVSML models can be ported to any remote location using theengieinfrastructure and be
executed at any remote location. Another major advantage of apalility is total simulator
‘transparency’. The simulation engine is totally transpateninodel execution over the net-
centric infrastructure. The DEVSML model description files XML contains meta-data
information about its compliance with various simulation ‘builds’versions to provide true
interoperability between various simulator engine implementatims has been achieved for at
least two independent simulation engines as they have an underlying [p&té¢6ol to adhere to.
This has been made possible with the implementation of a satgheic DTD and a single
coupled DTD that validates the DEVSML descriptions generatemm these two
implementations. Such run-time interoperability provides greatr@age when models from
different repositories are used to compose bigger coupled models DEM§ML seamless
integration capabilities. More details about the implementation camemeas [MITO7e]
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Exhibit 17: DEVS Transparency and Net-centric model interdpiétausing DEVSML.
Client and Server categorization is done for DE\GBASmplementation

8.2 DEVS/SOA: Net-centric Execution using Simulation Service

The fundamental concept of web services is to integratea@ftapplication as services. Web
services allow the applications to communicate with other @djmins using open standards. We
are offering DEVS-based simulators as a web service, lagygl hust have these standard
technologies: communication protocol (Simple Object Access ¢UhtocSOAP), service
description (Web Service Description Language, WSDL), andicgeriscovery (Universal
Description Discovery and Integration, UDDI).

The complete setup requires one or more servers that are capabiaing DEVS Simulation
Service, as shown in Exhibit 18. The capability to run the sinaumlatérvice is provided by the
server side design of DEVS Simulation protocol supported by thet IXEVSIAVA Version
3.1[ACI06]. The Simulation Service framework is two layeredniaork. The top-layer is the
user coordination layer that oversees the lower layer. Therltayer is the true simulation
service layer that executes the DEVS simulation protocol as/&&e

From multifarious modes of DEVS model generation, the next stépeisimulation of these
models. The DEVS/SOA client takes the DEVS models packadettaough the dedicated
servers hosting simulation services, it performs the following operations

1. Upload the models to specific IP locations i.e. partitioning
2. Run-time compile at respective sites

3. Simulate the coupled-model
4

Receive the simulation output at client’s end
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Exhibit 18: Execution of DEVS SOA-Based M&S

The main server selected (corresponding to the top-level coupled)romees a coordinator
that creates simulators in the server where the coordinedmes and/or over the other remote
servers selected. The DEVS/SOA web service client as simokuxhibit 19 below operates in the
following sequential manner:

1.
2.
3.

The user selects the DEVS package folder at his machine
The top-level coupled model is selected as shown in Exhibit 19

Various available servers are selected. Any number oflaé@i servers can be
selected. Exhibit 20 shows how Servers are allocated on per-traxiel The user can
specifically assign specific IP to specific models at dgelével coupled domain. The
localhost(Exhibit 19) is chosen using debugging sessions.

The user then uploads the model by clicking the Upload button. Tuelsare
partitioned in a round-robin mechanism and distributed among various chosens serv

The user then compiles the models by clicking the Compile button at senekr's en

Finally, Simulate button is pressed to execute the simulatiog @mulation service
hosted by these services.

Once the simulation is over, the console output window displays gheegated
simulation logs from various servers at the client’s end.
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Exhibit 19: GUI snapshot of DEVS/SOA client hosting distrilmigmulation

Exhibit 20: Server Assignment to Models

In terms of net-ready capability testing, what is requirethés communication of live web
services with those of test-models designed specificallthfBm. The approach has the following
steps:

Specify the scenario
Develop the DEVS model
Develop the test-model from DEVS models

Run the model and test-model over SOA

a > wn e

Execute as a real-time simulation
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6. Replace the model with actual web-service as intended in scenario.
7. Execute the test-models with real-world web services

8. Compare the results of steps 5 and 7.

One other section that requires some description is the mufesphasimulation capability as
provided by DEVS/SOA framework. It consists of realizing disttéd simulation among
different DEVS platforms or simulator engines such as DEW®] DEVS-C++, etc on
windows or linux platforms. In order to accomplish that, the sinaraservices will be
developed that are focused on specific platforms, however, ntigga coordinator. In this
manner, the whole model will be naturally partitioned according their respective
implementation platform and executing the native simulation rviThis kind of
interoperability where multi-platform simulations can be exegtuwtith our DEVSML integration
facilities. DEVSML will be used to describe the whole hybriddal. At this level, the problem
consists of message passing, which has been solved in this work by meandagitangattern in
the design of the “message” class [MITO7f]. Exhibit 21 shows a first ajppateon. The platform
specific simulator generates messages or events, but thiatsom services will transform these
platform-specific-messages (PSMsg) to our current platiodependent-message (PIMsg)
architecture developed in DEVS/SOA.

COORDINATOR

(Waiting)
Output
Propagation
0.- nextTN 0.- nextTN
SIMULATION zerz 'l!v'gg SIMULATION
SERVICE allz SERVICE
DEVSJAVA DEVS-C++
External I
Internal Transition 4.- PSMsg
Transition
1.- nextTN 2.- PSMsg
Y
SIMULATOR SIMULATOR
DEVSJAVA DEVS-C++

Exhibit 21: Interoperable DEVS Simulation protocol in DEVS/S0

Hence, we see that the described DEVS/SOA framework cantéeded towards net-ready
capability testing. The DEVS/SOA framework also needs textended towards multi-platform
simulation capabilities that allow test-models be writtearnig DEVS implementation (e.g. Java
and C++) to interact with each other as Services.
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8.3

The Complete DEVS Unified Process

DUNIP can be summarized as the sequence of the following steps:

1.

Develop the requirement specifications in one of the chosen ®isnah as BPMN,
DoDAF, Natural Language Processing (NLP) based, UML basesimply DEVS-
based for those who understand the DEVS formalism

Using the DEVS-based automated model generation process, getheralBEVS
atomic and coupled models from the requirement specifications using XML

Validate the generated models using DEVS W3C atomic and cowugtlethas to make
them net-ready capable for collaborative development, if neededst€piss optional
but must be executed if distributed model development is needed. Titlatedh
models which are Platform Independent Models (PIMs) in XML caticjgzate in
collaborative development using DEVSML.

From step 2, either the coupled model can be simulated using BEMSor a test-
suite can be generated based on the DEVS models.

The simulation can be executed on an isolated machine or in digdrimatener using
SOA middleware if the focus is net-centric execution. The siionlzan be executed
in real-time as well as in logical time.

The test-suite generated from DEVS models can be executed same manner as
laid out in Step 5.

The results from Step 5 and Step 6 can be compared for V&V process.

Message-Based
Scenario

Specs with BPMN/BPEL DODAE

Restricted SBaSEd. based
State-based NLP CEAEND Scenario
Specs Specs Specs

XML-Based Data Extraction towards DEVS Elements

Real-time

‘ executien

Simulation
Execution

Models
To

SOADEVS Services
/ Transparent Simulators N
DEVS

Behavior
Requirements [s)FVSt’ MOde: DEVSML
at lower levels ructures ai -

levels of higher levels of Pl Verification and

System System Independent Validation
Specification Specification Models

System
Theory

N Platform Specific Models

Test Models/

Experimental
Frames

Federations

Exhibit 22: The Complete DEVS Unified Process
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The basic Bifurcated Model Continuity-based Life-cycle predes systems engineering in
Exhibit 10 in light of the developments in DEVS area is sunmadrin Exhibit 22 above. The
grey boxes show the original process and the colored boxes showtémsi@xs that were
developed to make it a DEVS compliant process. A sample demo movielabkevat [Dun07].

Many case studies came about as DUNIP was defined and devé\tgygdof the projects are
currently active at Joint Interoperability Test Command (JI'B@d others are at concept
validation stage towards a deliverable end. Each of the pr@ibts uses the complete DUNIP
process or a subset of it. As we shall see on a case bypasise DEVS emerge as a powerful
M&S framework contributing to the complete systems softwagineering process. With the
proposed DEVS Based Bifurcated Model-continuity Life-cycle procggstems theory with its
DEVS implementation can support the next generation net-cepilecation development and
testing.

A recent Doctoral Thesis [MITO7g] provides a number of examgiast itlustrate how the
DUNIP can be applied to import real-world simulation-based desigricapphs. Here we
review briefly the following case studies that were developed in meéaé ohe[MITO7Q]:

Joint Close Air Support (JCAS) model
DoDAF-based Activity scenario
Link-16 Automated Test Case Generator (ATC-Gen project at JITC)

Generic Network for Systems Capable of Planned Expansion (&xpet project at
JITC)

Each of the projects has been developed independently and ATC-GedbeartScope are
team projects. All of the projects stand-alone and each agplNIP (Exhibit 22 in full or in-
part. Exhibit 23 below provides an overview of the DUNIP elemesésl in each of the projects.
All of the DUNIP elements have been applied at least once in one of jbetpro

Project / JCAS DoDAF-based | ATC-Gen | GenetScope
DUNIP Elements model | Activity Project | Project
Scenario

Requirement Specification Formats X X

State-based Specs

=2

Message-based Specs wit
restricted NLP

BPMN/BPEL based Specs X

DoDAF-Based Scenario Specs X X

XML-based Data Extraction

DEVS Model Structure at lower
levels of Specification

DEVS model structure at higher X X
levels of System specification

DEVSML Platform Independent X
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Models

Test Model Development X

Verification and Validation using X X X
Experimental Frames

DEVS/SOA net-centric Simulation X

Exhibit 23: Overview of DUNIP application in available casaeses

The JCAS system requirements come in many formats and sesvadase example to test
many of the DUNIP processes for requirements-to-DEVS tranataym JCAS requirements
were specified using the state-based approach, BPEL-baseda@ppmnod restricted natural
language approach. The JCAS case study describes how each ofeth@pproaches led to
executable DEVS models with identical simulation results. Finally,ithelest executable model
(that specified by the state-based approach) was executed aedrcantric platform using
DEVSML and DEVS/SOA architecture.

The DODAF-based Activity scenario was specified using the tiidsed Activity diagrams. It
illustrates the process needed to transform various DoDAEnuE@s into DEVS requirement
specifications. New Operational View documents OV-8 and OV-% wpeoposed [Mit06a] to
facilitate the transformation of DoDAF requirements into anfdhat could be supported by
DEVS-based modeling and simulation. The population of these new docunsntiescribed as
well as how DEVS models could be generated from them.

The ATC-Gen project at JITC is the project dealing withomated Link-16 testing
environment and the design of ATC-Gen tool. A detailed discussiorm@nglete example are
presented in [MAKOG6].

The GenetScope project at JITC is another project thatogmhhe complete DEVS software
engineering process. Using automated XML data mining, a terolgéegacy model written in
the C language was transformed to an object-oriented DEVS mvittieénhanced Model View
Simulation and Control paradigm [Mit06b]. The design elements of EFEEXCOPE tool were
discussed and as was its relationship with the overarching DoDAFviagMito6b].

Although the DUNIP was applied in part to each of the above psojpasently, there is no live
case study that implements all the aspects of DUNIP elemd&tecall that DUNIP was
researched and developed in the context of the above active projects.

To summarize, with the DEVS Unified Process we have the capability to:

Transform various forms of requirement specifications to DEW&dels in an
automated manner.

Transform any DEVS model to a Platform Independent Model (PIM)using
DEVSML for model and library reuse and sharing thus supportinghmiative
development

Simulate any valid DEVSML using the DEVS/SOA architecttires exploiting the
abstract DEVS simulator paradigm to achieve interoperabdityDEVS model
execution (for models implemented in disparate languages e.g. Java and C++)

Transform any DEVSML model to a Service component in SOA and anplexd
model into a deployable collaboration of such Service components.
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9. APPLICATION: SYSTEM OF SYSTEMS SIMULATION FOR
HETEROGENEOUS MOBILE SENSOR NETWORKS

In real world systems, the system of systems concept issaedrén a higher level where the
systems send and receive data from other systems in thenSa8ake a decision that leads the
SoS to its global goals. Let's take the military survedlmexample where different units of the
army collect data through their sensors trying to locate eatlor determine the identity of a
target. In this type of situations, army command centervesalata from these heterogeneous
sensor systems such as AWACS, ground RADARS, submarines, and 4o ganeral, these
systems are different in hardware and/or software. Wihliscreate a huge barrier in data
aggregation and data fusion using the data received from tyssens because they would not
be able to interact successfully without hardware and/or aggtwompatibility. In addition, the
data coming from these systems are not unified which also adds tarikeibadata aggregation.

One solution to the problem is to modify the communication mediurangnthe SoS
components. Two possible ways of accomplishing this task are [SAHO7AY:

Create a software model of each systdmthis approach, each component in the SoS
talks to a software module embedded in itself. The software moadlidets data from

the system and through the software model generates outputs asdisehe other
SoS components. If these software modules are written with a @orarohitecture

and a common language, then the SoS components can communicate kffective
regardless of their internal hardware and/or software artimigsc

Create a common language to describe dhatdhis approach, each system can express
its data in this common language so that other SoS components carthgadata
successfully.

The overhead that needs to be generated to have softwaresrabéakch system on a SoS is
enormous and must be redone for new member of the SoS. In additioegtliies the complete
knowledge of the state-space model of each SoS components, svbitdni not possible. Thus,
data driven approach would have better success on integratingi@mbers to the SoS and also
applying the concept to other SoS application domains.

In this work, we present SoS architecture based on Extensibleupaanguage (XML) in
order to wrap data coming from different sources in a common ey XML language can be
used to describe each component of the SoS and their data in a unéyintj ¥ML based data
representation architecture is used in a SoS, only requirefoerthe SoS components to
understand/parse XML file received from the components of the SoS.

In XML, data can be represented in addition to the properties afatiaesuch as source name,
data type, importance of the data, and so on. Thus, it does not onheremtat but also gives
useful information which can be used in the SoS to take betiens@nd to understand the
situation better. The XML language has a hierarchical struethexe an environment can be
described with a standard and without a huge overhead. Each entity can be ddfieedsiy in
the XML in terms of its visualization and functionality. Fexample, a hierarchical XML
architecture like in Listing 1 can be designed for a SoS so that it can be tisedcomponents of
the SoS and also be applied to other SoS domains easily. In Listihg first line defines the
name of the file that describes the functionality of the usenetfkeywords used to define the
SoS architecture. This file is mainly used for visugidra purposes so that any of the SoS
components can display the current data or the current stathe &S to a human/expert to
make sure the proper decision is taken.
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<!--Created 11/8/2006 Author @ Ferat Sahin-->
<?xml-stylesheet type="text/css" href="genericxss.@>

<systemofsystem>
<id> Id of the System of systems </id>
<name> The name of the System of System</name>
<system>
<id>ld of the first system</id>
<name> The name of the first system </name>
<description> The description of the first syste/description>
<dataset>
<Output>
<id>Id of the first output</id>
<data>Data of the first output</data>
</Output>
<Output>
<id>ld of the second output</id>
<data>Data of the second output</data>
</Output>
</dataset>
<subsystem>
<id>ld of the subsystem of the first System</id>
<name>The name of the subsystem</name>
<description>This is a subsystem of the system $0S</description>

<dataset>
<Output>
<data> Data of the subsystem </data>
</Output>
</dataset>
</subsystem>
</system>
</systemofsystem>

Exhibit 24: An XML based System of systems architecture

In Exhibit 24, the first keyword of the XML architecture is $ggmofsystem” representing a
So0S. Everything described after this keyword belongs to this I&s®d on the XML
architecture. The following keywords, “id” and “name”, are usedléscribe the system of
systems.

Then, the keyword “system” is used to declare and describergtesystem of the SoS. In
addition to “id” and “name”, two more keywords, “description” and tédat”, are used to
describe the properties of the system and to represent theataing out of this system. Data
sources are denoted by “Output” keyword and data is provided witketlveord “data”. After
representing data from two sources, a subsystem is describeel ksgythiord “subsystem”. The
subsystem and its data are presented in a similar manneer $dbsystems can be described in
this subsystem or in parallel to this subsystem as weltldgional systems can be described in
the system of systems.

Next, we will present a simulation case-study to demonstratesBm8ation framework for
threat detection in a heterogeneous mobile sensor networks.s lecémario, there is a haptic
controlled base robot (Exhibit 25a), a swarm robot, and two sensor moslubeen in Exhibit
25b. Before these systems are put in the field to do threattidet the system of system
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concepts should be simulated using suitable simulation tools tinéegerformance of these SoS
concepts.

Exhibit 25: (a) Base robot with haptic control,
(b) Components of multi-sensor data aggregationfasion system of systems [SAHO7b].

In addition, a simulation environment can also assist us taaeabur robust data aggregation,
fusion, and decision-making techniques. The next section explores sibl@osimulation
environment that can accommodate asynchronous system interactibdata exchange using
XML.

9.1 SoS Simulation of Threat Detection (Data Aggregation)

Multi-agent robotic systems can also be successfully dematstnaing the DEVS formalism
and DEVSJAVA software [SARO01]. A multi-agent simulation frameworkfaét Laboratory (V-
Lab®) was developed for such multi-agent simulation with DEMSsleling framework [SR104,
SRI03].

Based on the tiered system of systems architecture [SBRI,7], we have simulated a data
aggregation scenario where there are two robot (a Base Rdbwgran robot), two sensors, and
a threat [SAHO7b]. When the sensors detect the threatnttdy the Base Robot about the
presence of a threat. Upon receiving such notification, the Babet notifies the Swarm Robot
the location of the threat based on the information sent by the sensors.

An XML based SoS message architecture is implemented in DEX/S3oftware [SAROO].
In this XML based message architecture [SAHO7a, SAHO7b], egstem has an XML-like
message consisting of their name and a data vector. The name of eachegystsemts an XML
tag. The data vectors are used to hold the data of the sysfEneslength of the vectors in each
system can be different based on the amount of data each ymteams. For instance, the
XML message of the sensors has the sensor coordinates ahdetitelevel. The threat level is
set when a threat gets in the coverage area of the ser@orthe other hand, the Base Robot’s
XML message has its coordinates, the threat level, anddbadinates of the sensor who is
reporting a threat. Thus, the data vector length of Base Rd¥btmessage has five elements
whereas the data vector of an XML message of a sensor basstements. Exhibit 26 presents
the names and the length of the vector data of each system in the syststarnés

The data vectors are made of “double” variables in order tp kexk of the positions
accurately. The “Threat” element in the data vector is arflpgesenting threat (1.0) or no threat
(0.0). The elements “Xt” and “Yt” are used the destination coatds in the XML messages of
the Base Robot and Swarm Robot. These represent the coordihtitessensor who reported a
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threat. The threat is named as “Fire” for obvious reasons amdyithas two elements in its data
vector for its coordinates.

System Name Vector Data Length
Base Robot “Base Robot” 5 (X, Y, Threat, Xt, Yt)
Swarm Robot “Swarm Robot” 5 (X, Y, Threat, Xt, Yt)
Sensor “Sensor 1” 3 (X, Y, Threat)
Sensor “Sensor 2" 3 (X, Y, Threat)
Threat “Fire” 2(X,Y)

Exhibit 26: XML message components for the systems in the SoS.

Exhibit 27: The DEVSJAVA atomic and coupled modules for XMLsb&0S simulation [SAHO7a].

In order to generate these XML-like messages, a data sgucalled “XmlEntity”, is created
based on the “entity” data structure in DEVSJAVA environmentis data structure is used to
wrap/represent the data of each system. The structures/bshalvibre systems in the SoS are
created/simulated by DEVSJAVA atomic or coupled models. BxRibis a screen shot of the
DEVS model of the system of systems described above.

Exhibit 28 shows a DEVS simulation step with the XML messagrtamong the systems in
the system of systems. As can be seen in Exhibit 27, eacmsyestels and XML-like messages
which consist of the name of the system and the data vector relatedhariacteristics.

Finally, Exhibit 29 shows the simulation environment created by Bhat ‘Module” atomic
model in DEVS. In the environment, the two sensors are locatddaeach other representing
a border. The “Threat” (“Fire”), read dot, is moving in theaar®/hen the threat is in one of the
sensor's coverage area, the sensor signals the Base Robot. akerRdbot signals the Swarm
Robot so that it can go and check whether the threat is reat.ofhe behavior of the system of
systems components can also be seen in Exhibit 28 as the movemtmsThreat” and the
“Swarm Robot” are captured. The green dot represents therSRa@bot. The Base Robot is not
shown since it does not move in the field. When the Threatseint® the coverage area of a
sensor, that sensor area filled with read color to show teattlevel in the coverage area. The
sensor then reports the threat to the Base Robot. Then, thRBlgkissues a command to a
Swarm Robot closest to the sensor area. Finally, the S\Ratmot, green dot, moves into the
sensor coverage area based on the coordinates sent by tieoBaséo check whether the threat
is real. When the Swarm Robot reaches the sensor coveragé determines the threat level
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with its own sensor and report it the Base Robot. If the threat is not re@ly#me Robot moves
away from the sensor’s coverage area and waits another command frorsetinelod.

Exhibit 28: The DEVSJAVA simulation with XML based messagesveh at the destination [SAHO7b]

Exhibit 29: The progress of the DEVSJAV simulation on dataregagtion
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9.2 Concluding Remarks

In this section, we have presented a framework to simukystem of systems and discussed a
simulation case-study (threat detection) with multiple systenorking collaboratively as a SoS.
While DEVS formalism helps to represent the structure 8b8, the XML provides a way to
represent the data generated by each system. Together, DEV&isor and XML form a
powerful tool for simulating any given SoS architecture. i@liest of our knowledge, there has
been very little research directed towards the developmen& géneric frameworkfor
architectural representation and simulation of a SoS. Curevel are working on extending the
XML data representation in DEVS and making it more geraerit dynamic so that when a new
system is added to a SoS, it will automatically generat8ML message in order to send its data
to other components of the SoS.

10. APPLICATION: AGENT-IMPLEMENTED TEST
INSTRUMENTATION SYSTEM

The Test Instrumentation System should provide a minimally sivieutest capability to
support rigorous, on-going, repeatable and consistent testing and ieval(@&E).
Requirements for such a test implementation system include ability to

deploy agents to interface with SoS component systems in specified asignm

enable agents to exchange information and coordinate their behawicachieve
specified experimental frame data processing

respond in real-time to queries for test results while testindlimgirogress

provide real-time alerts when conditions are detected thatdwoualidate results or
otherwise indicate that intervention is required

centrally collect and process test results on demand, perigdevadl/or at termination
of testing.

support consistent transfer and reuse of test cases/conbgsr&tbom past test events
to future test events, enabling life-cycle tracking of SoS performance.

enable rapid development of new test cases and configuratidtesep up with the
reduced SoS development times expected to characterize thbleewsd service-
based development supported on the GIG/SOA.

Many of these requirements are not achievable with current nigbaskd data collection and
testing. Instrumentation and automation are needed to meet these reqsirement

Before proceeding we present an example that provides an exerhiila design approach to
follow.

10.1 Example: Collaboration Session Timing Instrumentation

The experimental frame coupled to the activity model through olbyiseissfshown in Exhibit
30. In the activity model, users can interact with each okineugh a collaboration service and
also independently interact with a portal for other sewsi¢such as searching a database,
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checking accounting data, etc.) Information about user activitgliscted by observers, shown
in pink, and individually coupled with users (black arrows).

Experimental
Frame

Observers

t | t L |

Activity Model

Exhibit 30: DEVSJAVA model of a collaboration

These observers are implemented as DEVS agents thatpdogedein one-one fashion to user
work sites. In the current example, these agents appearslasdigpts with GUIs that enable
users to generate status events by clicking a check box taatmdmaving just joined a
collaboration session or having just quit one. Note that this infasmegiobtained independently
of the collaboration tool and does not rely on the latter's oatustracking. Such independent
information, which might otherwise be obtained by human obserddngtaotes, is necessary to
independently validate the collaboration tool's own logging aatisits computations. Status
events generated by observers are sent to frame components, sholawinfgeprocessing into
performance statistics concerning the success rate inigisiafplcollaboration sessions, the time
required to establish such sessions and their duration. A somdiffeeent observer, that for
portal services, collects user service requests sent toeagided from, the portal. This observer
passes on such request messages to a frame component that computggut and response
time statistics for portal services.

10.2 Distributed Test Federations

A DEVS distributed federation is a DEVS coupled model whosmponents reside on
different network nodes and whose coupling is implemented throughawald connectivity
characteristic of the environment, e.g., SOAP for GIG/SOA. féteration models are executed
by DEVS simulator nodes that provide the time and data exchangenatiam as specified in
the DEVS abstract simulator protocol.
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page 35
As discussed earlier, in the general concept of experimeatakf(EF), the generator sends
inputs to the SoS under test (SUT), the transducer collectsoBtputs and develops statistical
summaries, and the acceptor monitors SUT observables malaisgpde about continuation or
termination of the experiment [ZEIO5]. Since the SoS is composed of system coraptheekF
is distributed among SoS components, as illustrated in Exhibit.3aah component may be
coupled to an EF consisting of some subset of generator, acceutdraasducer components.
As mentioned, in addition an observer couples the EF to the componegt arsiinterface
provided by the integration infrastructure. We refer to the BEWodel that consists of the
observer and EF agest agent

Net-centric Service Oriented Architecture (SOA) providesigently relevant technologically
feasible realization of the concept. As discussed eather DEVS/SOA infrastructure enables
DEVS models, and test agents in particular, to be deployed to therkeatades of interest. As
illustrated in Exhibit 31b), in this incarnation, the network inputs sent by EF gerscaae SOAP
messages sent to other EFs as destinations; transducetstrecarrival of messages and extract
the data in their fields, while acceptors decide on whether the gdttiata indicates continuation
or termination is in order [MITO7].

Since EFs are implemented as DEVS models, distributed EFsmmlemented as DEVS
models, or agents as we have called them, residing on network rutds.a federation,
illustrated in Exhibit 32, consists of DEVS simulators ex@gubn web servers on the nodes
exchanging messages and obeying time relationships under the rulesecbwithim their hosted
DEVS models.

e

e

SoS observer S0S observer’
Component agent Component agent
System EF System’ EF
) Integration Infrastructure
a)

observer observer
web web
sever/ agent sever/ agent
client EF client’ EF

Network Infrastructure

b)

Exhibit 31: Deploying Experimental Frame Agents and Observers
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DEVS
Observer
Agent

Test Architecture

DEVS Simulator

SOA

<:I Mission Thread

Service Discovery: UDDI

Sevice Description: WSDL

Packaging:XML

Service

Messaging:SOAP

Under

Communicatioq: HTTP

Test

Net-centric
Environment @ DEVS Test
(e.g., GIG/SOA) — Federation
Live
Test
Player _— DEVS
SOAP- Simulator
XML Node

Exhibit 32: DEVS Test Federation in GIG/SOA Environment

10.3 Distributed Multi-level Test Federations

The linguistic levels of interoperability discussed eatlimvide a basis for further structuring
the test instrumentation systerm the following sections, we discuss the implementation of test
federations that simultaneously operate at the syntactiargee, and pragmatic levels (Exhibit
33).

Test Agent

Pragmatic Level

System or
collaboration of
services

Cross level coordination
among test agents

Semantic Level

Syntactic Level

Exhibit 33: Simultaneous testing at multiple levels
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10.3.1 Syntactic Level — Network Health Monitoring

From the syntactic perspective, testing involves assesshgher the infrastructure can
support the speed and accuracy needed for higher level exchamgferofation carried by
multimedia data types, individually and in combination. We now consider thisegsiaement to
continually assess whether the network is sufficiently ‘thgélto support the ongoing
collaboration. Exhibit 34 illustrates the architecture thatmiglied by the use of subordinate
probes. Nodal generator agents activate probes to meet therhealthring Quality of Service
(QOS) thresholds determined from information supplied by the higier test agents, viz., the
objectives of the higher layer tests.

Probes return statistics and alarm information to the transdaceeptors at the DEVS health
layer which in turn may recommend termination of the experiraé the test layer when QOS
thresholds are violated.

In an EF for real-time evaluation of network health, thd $the network infrastructure (OSI
layers 1-5) that supports higher session and application lay®S. @asures are at the levels
required for meaningful testing at the higher layers tdegatransit time and other statistics,
providing quality of service measurements,

For messages expressed in XML and carried by SOAP middleswehemessages are directly
generated by the DEVS generators and consumed by the DEVS tensgatoeptors. Such
messages experience the network latencies and congestion cenditjzerienced by messages
exchanged by the higher level web servers/clients. Undeirc€OS conditions however, video
streamed and other data typed packets may experience differelitions than the SOAP-borne
messages. For these we need to execute lower layer monimidieg the control of the nodal
EFs.

Higher
Layer Test

Concurrent Higher
Layer Tests

DEVS acceptors alert
higher layer agents of
network conditions
that invalidate test
esults

Higher layer agents

inform EF nodal agents

of the objectives for
ealth monitorin

DEVS Network Health

Layer
a— —a
generator agent network probes return
i’:lctlvaTe probes at statistics and alarms
ower layer to DEVS transducers/
acceptors
Probe Layer
D —> <—>.

Exhibit 34: Multi-layer testing with Network Health Monitoring

The collection of agent EFs has the objective of assessirtgetih of the network relative to
the QOS that it is providing for the concurrent higher legstst Thus such a distributed EF is
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informed by the nature of the concurrent test for which it rodnig network health. For
example, if a higher level test involves exchanges of adirsubset of media data types (e.g.,
text and audio), then the lower layer distributed EF need only monitor thet sdilbgpes.

10.3.2 Semantic Level — Information Exchange in Collaborations

Mission threads consist of sequences of discrete infasmagkchanges. A collaboration
service supports such exchanges by enabling collaborators to eanpdoiety of media, such as
text, audio, and video, in various combinations. For example, a drastoghpanied by a voice
explanation involves both graphical and audio media data. Furtherseitvéce supports
establishing producer/consumer relationships. For example, theiggigoidio combination
might be directed to one or more participants interested ipé#ntcular item. From a multilevel
perspective, testing of such exchanges involves pragmatichngensand syntactic aspects. From
the pragmatic point-of-view, the ultimate worth of an exchandmis well it contributes to the
successful and timely completion of a mission thread. From therd&E perspective, the
measures of performance involve the speed and accuracy with avhioformation item, such as
a graphical/audio combination, is sent from producer to consumer. Agcuegcbe measured by
comparing the received item to the sent item using appropriatécen For example, is the
received graphic/audio combination within an acceptabletddce” from the transmitted
combination, where distance might be measured by pixel matching tasieeof graphics and
frequency matching in the case of audio. To automate this kindngbarison, metrics must be
chosen that are both discriminative and quick to compute. Furthemdéiation is involved, the
“meaning” of the item must be preserved as discussed aboveti#dstelay involved in sending
an item from sender to receiver, must be within limits sdtuman psychology and physiology.
Such limits are more stringent where exchanges are contioggmmediately prior ones as in a
conversation. Instrumentation of such tests is similar to ththeasyntactic level to be discussed
next, with the understanding that the complexity of testing fouracy and speed is of a higher
order at the semantic level.

10.3.3 Pragmatic Level — Mission Thread Testing

A test federation observes an orchestration of web-seriocesrify the message flow among
participants adheres to information exchange requirements. #omishread is a series of
activities executed by operational nodes and employing the informatocessing functions of
web-services. Test agents watch messages sent andededsivthe services that host the
participating operational nodes. Depending on the mode of testingstharthitecture may, or
may not, have knowledge of the driving mission thread under test.mission thread is being
executed and thread knowledge is available, testing can do a lot morkitlimes$ not.

With knowledge of the thread being executed, DEVS test agemtbecaware of the current
activity of the operational nodes it is observing. This enaliiesgant to focus more efficiently
on a smaller set of messages that are likely to provide test oppgesunit

10.3.4 Measuring Success in Mission Thread Executions

The ultimate test of effectiveness of an integratiomastfucture is its ability to support
successful outcomes of mission thread executions. To measureeffectiveness, the test
instrumentation system must be informed about the events arshgessto expect during an
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execution, including those that provide evidence of successlaref and must be able to detect
and track these events and messages throughout the execution.

10.3.5 Measuring “the right information at the right place at the right time”

It is often said that the success of a mission depends oigtiidénformation arriving to the
right place at the right time. Thus an obvious measure of penfioamis the ability of an
integration infrastructure to measure the extent to whichighé information is delivered to the
right place at the right time. This in turn places requirementthe test instrumentation system
that it be able to gather the information needed to make jsdgments. Much more than the
simple ability to determine mission success for failure, suclpabday would provide diagnostic
capability to determine whether the final outcome was due tardaiih information flow, and if
S0, just what information did not get received at the right time by whichupuars

Exhibit 35 graphically illustrates a formulation of the isatidhand. Given that a consumer is
engaged in a particular activity during some period, thera tisne window during which it
expects, and can exploit in its processing, some piece of inforntirmied by X. As in Exhibit
35a), if X arrives before this window opens up, it may too early amgotde used when needed;
likewise, if X arrives after the window has closed, itti® late for the information to be
effectively used. Further, as in Exhibit 35b), if the wrong inforomatsay ~X, arrives during the
window of opportunity, it may be ignored by the consumer at best, useca back up of
messages that clog the system at worst. As in Exhibit 350)ake such determinations, a test
agent has to know the current activity phase of the consumer, gadoban informed of the
expected information X and its time window of useability.

consumer’s time window of useability
_for information piece X A

-
s

“a e

I ]
I X arrives I X arrives
a) too early | too late
time
~X

b) = not right
activity too early/
phase of too late/
consumer DEVS not right/

C) agent

inputs from
producers

Exhibit 35: Instrumentation for “the right information at thght place at the right time”

Implementing such test capabilities requires not only the rghtistrumentation and protocol
but also the necessary back up analysis capabilities to provide thedtiforitems needed.
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10.4  Analysis Capabilities

A mathematical model, such as the DEVS coupled model, allowssth@f analysis tools to
derive useful information to support testing. As illustrateéxhibit 36, given a DEVS model of
a mission thread, with upper and lower bounds on the times fetdodl activities, it is possible
to derive time windows for the occurrence of events and ardf/ahessages. In the case of
analysis, even more so than for simulation, it is important to dedecisto the events and
messages of particular interest, as derived from the MODBIVOES in the experimental frame.
This is so because, unless appropriately constrained, analysipically intractable since it
suffers from “global state explosion.”

Algorithms are being developed that, under suitable restricibribe class of models, can
derive the time window specifications needed to inform the DE¥thts monitoring the related
mission thread actors [MITO7g,ZEIO5].

Mission Thread
expressed as

DEV'S Coupled
Model

MOPs, MOEs,
Experimental
Frame

Events of
interest

Messages
of interest

Analysis of Model

7 N

[Minimum,
Maximum] times
at message is
ent (received

[Minimum,
Maximum] times
at which events

Exhibit 36: Analysis of Mission Thread models to derive tagtgporting temporal information

10.5 Verification/Validation of the Test Instrumentation System

How do we validate/verify the Test Instrumentation Syst&iB)(itself? Exhibit 37 presents
the development of such a system as itself an applicatioheoDEVS Unified Process. The
overall requirements for the TIS were laid out earlier ia ffection and can be phrased in terms
of testing for infrastructure support of a family of mission dlieof interest. These requirements
can be formalized in terms of DEVS coupled models of missiomdkrand in terms of related
measures of performance and effectiveness formulated asnegptl frames. From this formal
basis, the DEVS/SOA environment provides an infrastructure andgébd®br implementing the
TIS using DEVS test agents. An essential component of thedbd the analytic capability to
derive time windows for events and messages that determindethgoral usability of
information to facilitate testing of MOPs for right place/rightdiarrival.

The DUNIP process requires that in parallel, a testing psofie the implementation of the
TIS be developed from the same formalized basis. We could dfesapply the TIS to itself — in
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other words, using DEVS agents to monitor the activities of DRY&NtS in their primary test
federation application. However, taken literally, this could leadrt infinite regress in which
another level is always needed to test the current levéalfBurestricted, this approach might be
useful at a later stage of development after a first dedeedt of confidence has been established.
Early on, to get such confidence, the TIS should be tested on a teidhglalaboration in a
controlled setting where timings and behaviors of the simulatddrsaare controlled
experimentally. For example, the collaboration model describedxlibiE 30 could be used
where faults such as communication breakdowns and unresponsivatsleare be introduced to
establish anomalous test cases. The extent to which the§p8nds properly to both normal and
abnormal test cases is a useful measure of its performance.

%&

" #"$
System (TIS) /

Exhibit 37: Bifurcated approach applied to design of Tedrimsentation System
10.6 Potential Issues and Drawbacks

Building upon and integrating earlier systems theoretic anditectiral methodologies,
DUNIP inherits many of the advantages that such methodologaes aiffid attempts to fill in the
holes that they still leave. However, as with the methoddaddgidraws upon, and is inspired by,
there are potential issues and drawbacks that may be expectedetge in its application.
Predictably, the current culture of system development@tites more incentive on quickly
finishing a project for an incremental development rather thaspending the extra resources
needed to assure the existence of benefits such as reusaidligktensibility that only provide
cost-justification in the longer term. Until cultural charigkes place to place greater emphasis
on the fruits of well-founded methodological work, there is a riet adopting DUNIP will
create a situation in which schedules are missed and costsirov@articularly, personnel
employed in DUNIP-based development must be adequately trained ots alipporting
intellectual and technological components — system theory, DEVSctdigsed software
architecture, etc. Such prior education and experience shouldgaeded as mandatory for
DUNIP adoption and if not present, steps must be taken to provideettessary training,
education, and experience. Further, training in one foundationaeete such as software
architecture, alone does not reduce the risk, and may evesiintén- in the spirit of a “little
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knowledge is a dangerous thing.” Hopefully, books like the one in whislchapter resides
and others such as those mentioned earlier ([ZEIOQ], [ZEIO7)] will takepiaeie in the curricula
that provide education and training the emerging SoSE field.

Further, the complexity and quality assurance issues associ#tetthevproposed methodology
need to be mitigated with the development of appropriate tools anhog®gto simplify working
with the methodology. The need for such complexity-reduction toolsrliexléhe extended
discussions of tools and interfaces that have been provided hetkerFquality assurance
demands provision of approaches to self-checking DUNIP and its simgpiofrastructures. The
discussion of the Test Instrumentation system and its vertiicaind validation provides and
example of approaches to such assurance.

Finally, there remain many issues to resolve in the mannehichwhe DUNIP methodology
relates to the defense-mandated DODAF. The latter is a espagisnal mechanism, not a
methodology, and does not discuss how an integrated architecture bleoaotthstructed and
evolved from existing systems. DUNIP offers an approach basedystems theory and
supported by DEVS-based modeling and simulation to tackle iti@grand interoperability
issues, but the integration with DODAF remains for future condidara

11. SUMMARY

In this chapter we have taken the challenge of construct8ygt@m of System (SoS) as one of
designing an infrastructure to integrate existing systemsoagponents, each with its own
structure and behavior. The SoS can be specified in manyldedilameworks such as DoDAF,
system theory, UML, or by using an integrative systems engngekased framework such as
DEVS. In this chapter, we have discussed the advantages obyemgplan M&S-integrated
framework such as DEVS Unified Process (DUNIP) and its supgorDEVS/SOA
infrastructure. We illustrated how M&S can be used stratkgita provide early feasibility
studies and aid the design process. As components comprising St&sigreed and analyzed,
their integration and communication is the most critical part thast be addressed by the
employed SoS M&S framework. The integration infrastructutsstnsupport interoperability at
syntactic, semantic and pragmatic levels to enable sudjratiten. We have illustrated, with an
SoS consisting of heterogeneous robotic sensors and decision componentse lnaegration
infrastructure must support interoperability at syntactimas#ic and pragmatic levels to achieve
the requisite interoperation. We discussed DoD’s Global Inféom#&irid (GIG) as providing an
integration infrastructure for SoS in the context of construativitpborations of web services
using the Service Oriented Architecture (SOA). The DEVSithhiProcess (DUNIP), in analogy
to the Rational Unified Process based on UML, offers a prdoesstegrated development and
testing of systems that rests on the SOA infrastructure. OUNIP perspective led us to
formulate a methodology for testing any proposed SOA-based integnafrastructure, such as
DISA’s Net-Centric Enterprise Services. To support such thadelogy we proposed a Test
Instrumentation System (TIS) built upon the integrated infrastre that employs DEVS Agents
to perform simultaneous testing at the syntactic, semanticpeaginatic levels. Clearly, the
theory and methodology for such SoS development and testing are at theiraggdy ¥thile one
book as appeared on the subjécEIO7], we challenge the reader to explore thegssinvolved and
come up with more incisive solutions that exterel\thry essence of systems engineering theory.

A reviewer's comments provide a well-stated summary of thapter — it “the proposed
methodology can be used for integrating heterogeneous constituentSah amd assessing their



Wiley STM / Mo JamshidiSystem of Systems - Innovation for the 21st Century page 43
Chapter 5 / Mittal, Zeigler, Martin, Sahin, Jamshidilename: ch5.doc

real time interactions and interoperability. The proposedhog®logy encompasses the
advantages of several interrelated concepts such as ydtems theory; DEVSML and

DEVS/SOA; M&S framework; and the model continuity concefipecially, since it separates
models from their underlying simulators; enables real timection and testing at multiple
levels and over a wide rage of execution platforms; uses opesastia; supports collaborative
development; and has the potential to provide additional SoS arclatacaws.”
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